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(54) DATA TRANSMISSION METHOD AND DATA RECORDING METHOD 

(57)Abstract: 

PROBLEM TO BE SOLVED: To suppress an increase in a data amount and to 
effectively use a transmission band and recording capacity by temporarily removing 
copy information multiplexed at every sector and generating a representative value. 
SOLUTION: Representative copy control information is generated within the 
prescribed range by a representative copy control information generator 29 by using 
copy information, separated from the data by a copy control information separator 30 
in an interface part 23 to be converted into a transmission packet by a packeter 26. 
The packets of the representative copy control information and the input data are 
multiplexed by a copy control information multiplexer 25 to be sent onto a bus by a 
transmitter-receiver 24. The data inputted to the interface part 2 in a data 
recording/reproducing device 1 are separated to the packets of the representative 
copy control information and the data by a copy information separator 12. The copy 
information of the respective sectors are restored from the representative copy 
control information by a copy control information demultiplexer 1 3, and the copy 
information is added to respective sectors by a copy information multiplexer 1 5. 
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CLAIMS 



[Claim(s)] 

[Claim 1] The data-logging approach characterized by to record the data which 
generated the representation copy management information which represents the 
copy management information of said within the limits using said copy management 
information which separated the copy management information added to each sector 
of the inputted data, and was separated from predetermined within the limits of said 
data, and which is information, and separated said representation copy management 
information and said copy management information on the position of a record 
medium, respectively. 

[Claim 2] The data-logging approach according to claim 1 characterized by generating 
the representation copy management information to the sector recorded on said field 
using the copy management information added to the sector recorded on the field of 
the unit which performs an error correction, or its integral multiple in a record medium. 
[Claim 3] The data-logging approach according to claim 1 characterized by recording 
representation copy management information on the predetermined record packet in a 
record medium. 

[Claim 4] The data-logging approach according to claim 1 characterized by recording 
representation copy management information on the position in the field which 
records the management information in the record packet in a record medium. 
[Claim 5] The data-logging approach according to claim 2 characterized by recording 
representation copy management information on the predetermined record packet in 
the unit which performs the error correction of a record medium. 
[Claim 6] The data-transmission approach characterized by to transmit the data 
which generated the representation copy management information which represents 
the copy management information of said within the limits using said copy 



management information which separated the copy management information added to 
each sector of the inputted data, and was separated from predetermined within the 
limits of said data, and which is information, and separated said representation copy 
management information and said copy management information. 
[Claim 7] The data transmission approach according to claim 6 characterized by 
generating the representation copy management information to the sector contained 
to said field using the copy management information added to the sector contained to 
the field of the transmission packet unit transmitted on a transmission line, or its 
integral multiple. 

[Claim 8] The data-logging approach according to claim 6 characterized by generating 
the representation copy management information to the sector contained to said field 
using the copy management information added to the sector contained to the field of 
the unit which performs an error correction, or its integral multiple on a transmission 
line. 

[Claim 9] The data transmission approach according to claim 6 characterized by 
including and transmitting representation copy management information to a 
predetermined transmission packet. 

[Claim 10] The data-logging approach according to claim 8 characterized by including 
representation copy management information in the position in the field which records 
the management information in a transmission packet. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to the record approach of an image, 

voice, and computer data, and the transmission approach. 

[0002] 

[Description of the Prior Art] The normalization of a data bus which transmits a digital 
signal is progressing in recent years, and utilization is expected as that to which the 
bus called IEEE1394 standardized especially recently can send data of various classes, 
such as a digital video signal and computer data, on the same bus. 
[0003] It has the mode called isochronous transmission, and by transmission of a 
digital video signal etc., there is no data omission and the strictness of the transmit 
timing demanded can be filled with this bus. 

[0004] The configuration and actuation of a digital data bus which are considered now 
using drawing 2 are explained. 

[0005] What the same number attached after that shall have the same configuration 



and the same function. Various data processors are connected to the IEEE 1394 bus 1. 
In this example, 1 B is a data-logging regenerative apparatus, and, for 3, as for a 
packet-ized machine and 9, a record regenerative circuit and 7 are [ a controller and 
2 ] the interface sections. In the interface section 2, 1 1 is a transmitter-receiver and 
14 is a sector restoration treater. 

[0006] 20 shows the digital data disk as data output equipment, and 21 is [ the 
decode section and 23B of the playback section and 22 ] the interface sections. As 
for a transmitter-receiver and 27, in interface section 23B, 24 is [ a packet-ized 
machine and 28 ] the data-processing machines for transmission. 
[0007] Actuation is described about the digital data bus to which the data processor 
constituted as mentioned above was connected. Data flow here presupposes that it is 
what is depended on isochronous transmission. 

[0008] In the digital data disk 20, digital data is reproduced per sector in the playback 
section 25, and it sends to interface section 23B and the decode playback section 22 
in a sector format in the first half. The decode playback section 22 carries out the 
separation decode of the inputted data, and outputs them to a display etc. 
[0009] The data sent to interface section 23B are divided for every size of the 
transmission packet of 1394 with the data-processing vessel 31 for transmission. The 
packet-ized machine 27 adds the header of the predetermined format of IEEE 1394, 
and forms a transmission packet. The data-processing machine 28 for transmission 
performs time stump addition for specifying the timing of transmission if needed etc. 
[0010] The packet of the input data by which more than was processed is again 
multiplexed with the copy information multiplexing vessel 25, and is sent out on a bus 
by the transmitter-receiver 24. 

[0011] The data inputted into interface section 2B from the transmitter-receiver 11 
have the format of the original sector restored by the sector restoration treater 14 
from a data packet in data-logging regenerative-apparatus 2B. 

[0012] The data in a transmitting side are restored by the above actuation. When the 
data inputted into record regenerative-apparatus 1B are data from a digital data disk, 
it changes into the format which can record the inputted data in the record data- 
processing machine 5. A sector with copy information with the magnitude of 2064Byte 
is specifically divided into plurality, a header is added with the packet-ized vessel 7, 
and packet 78Byte for record is generated. 

[0013] The record data-processing machine 5 performs time stump addition for 
specifying reproductive timing if needed etc. Moreover, dummy data is inserted if 
needed [, such as a change in a data rate, ]. 

[0014] The record packet of the input data with which copy information was 
separated is recorded by the record circuit 3. A controller 9 manages actuation of a 
record circuit etc. 
[0015] 

[Problem(s) to be Solved by the Invention] At the time of this transmission and 



record, data of data format to restrict the count of a copy, such as image voice data, 
flow, and record playback and transmission are performed. Here, since the copy 
management information considered now is added for every data sector and record 
packet, even if each sector and the amount of data of the copy management 
information added to a packet are small, the amount of data required for copy 
management information at the time of the whole record playback and transmission 
will become large, and a transmission band and storage capacity will become in 
inefficient. 

[0016] This invention aims at obtaining the record regenerative apparatus and 
transmission equipment which can perform copyright management of the prohibition 
on a copy etc., suppressing buildup of the amount of data. 
[0017] 

[Means for Solving the Problem] In order to solve this technical problem, invention of 
**** 1 is the record approach recorded on the position of the record medium which 
records the data which carried out the separation extract judging of the copy 
management information added to each sector of the data to record, generated 
representation copy management information within the limits of predetermined, and 
separated said copy management information for said representation copy 
management information. 

[0018] The second this invention is the transmission approach of carrying out the 
separation extract judging of the copy management information added to each sector 
of the data to transmit, generating representation copy management information 
within the limits of predetermined, and transmitting said representation copy 
management information with the data which separated said copy management 
information (specific location in the position / another packet / data of a transmission 
packet). 
[0019] 

[Embodiment of the Invention] The gestalt of operation of this invention is explained 
using drawing 1 , drawing 3, and drawing 4 below. 

[0020] Drawing 1 shows the block diagram in the example of this invention. Various 
data processors are connected to the IEEE 1394 bus 1. this example — 1 — a data- 
logging regenerative apparatus — it is — 3 — a record regenerative circuit and 4 — 
for a representation copy information generation machine and 7, as for a copy 
information multiplexing machine and 9, a packet-ized machine and 8 are [ a copy 
information-separator machine and 5 / the data-processing machine for record, and 6 
/ a controller and 2 ] the interface sections. For a transmitter-receiver and 12, as for 
a copy management information restoration machine and 14, in the interface section 2, 
a copy information-separator machine and 1 3 are [ 1 1 / a sector restoration treater 
and 15 ] copy information multiplexing machines. 

[0021] 20 shows the digital data disk as data output equipment, and, as for the 
playback section and 22, 21 is [ the decode section and 23 ] the interface sections. 



For a copy information-separator machine and 29, as for a packet-ized machine and 
28, in the interface section 23, a representation copy information generation machine, 
and 26 and 27 are [ 24 / a transmitter-receiver and 30 / the data-processing 
machine for transmission and 25 ] copy information multiplexing machines. 
[0022] About the digital data bus to which the data processor constituted as 
mentioned above was connected, the actuation is described hereafter Data flow here 
presupposes that it is what is depended on isochronous transmission. 
[0023] In the digital data disk 20, digital data is reproduced per sector in the playback 
section 25, and it sends to the interface section 23 and the decode playback section 
22 in a sector format in the first half. The decode playback section 22 carries out the 
separation decode of the inputted data, and outputs them to a display etc. 
[0024] With the copy information-separator vessel 30, the data sent to the interface 
section 23 separate the copy information written to the specific location of a sector. 
As shown in drawing 3 , a break and the packet-ized machine 27 add the header of 
the predetermined format of IEEE1394 for the data with which copy information was 
separated for every size of the transmission packet of 1394, and the data-processing 
machine 31 for transmission forms a transmission packet. The data-processing 
machine 28 for transmission performs time stump addition for specifying the timing of 
transmission if needed etc. 

[0025] Within the limits which the separated copy information generally has, for 
example, the inside of 1 file, is considered with the same value — "only once can be 
copied". As central value of the copy information for such-one file, the representation 
copy information management information generation machine 29 generates 
representation copy information. When specific range, such as a file, is not clear, the 
copy information on continuous within the limits is retrieved, the range where copy 
information is the same shall be deduced, the range shall be treated as one file, and 
the representation copy information on one file shall be generated similarly. The 
generated representation copy information is changed into the format of a 
transmission packet by the packet-ized machine 26 like the input data with which 
copy information was separated. The packet of the above representation copy 
information and the packet of the input data with which copy information was 
separated are again multiplexed with the copy information multiplexing vessel 25, and 
are sent out on a bus by the transmitter-receiver 24. 

[0026] In the data-logging regenerative apparatus 2, the copy information-separator 
machine 12 separates into the packet of representation copy information, and the 
packet of data the data inputted into the interface section 2 from a transmitter- 
receiver 1 1 . The sector restoration treater 1 4 restores the format of the original 
sector from a data packet. The copy management information restoration machine 13 
restores the copy information on each sector from the separated representation copy 
information, and adds copy information to each sector with the copy information 
multiplexing vessel 15. 



[0027] The data in a transmitting side are thoroughly restored by the above actuation. 
Here, the band of transmission can be effectively used by once removing the copy 
information by which multiplex was carried out for every sector, generating central 
value, and reducing the number. Moreover, in a receiving set, it is not necessary to 
judge the copy information on each sector, and can judge whether it can copy only by 
seeing representation copy information, and useless time amount is not produced in 
transmission. 

[0028] When the data inputted into the record regenerative apparatus 1 are data from 
a digital data disk, the copy information-separator machine 4 separates first the copy 
information written to the specific location of a sector. 

[0029] It changes into the format which can record the inputted data in the record 
data-processing machine 5. As shown in drawing 4 , a sector with copy information 
with the magnitude of 2064Byte(s) is specifically divided into plurality, a header is 
added with the packet-ized vessel 7, and packet 78Byte for record is generated. 
[0030] The record data-processing machine 5 performs time stump addition for 
specifying reproductive timing if needed etc. Moreover, dummy data is inserted if 
needed [, such as a change in a data rate, ]. 

[0031] Within the limits which the separated copy information generally has, for 
example, the inside of 1 file, is considered with the same value — "only once can be 
copied". As central value of the copy information for such one file, the representation 
copy information management information generation machine 6 generates 
representation copy information. ^ 
[0032] When specific range, such as a file, is not clear, the copy information on 
continuous within the limits is retrieved like the time of transmission, the range where 
copy information is the same shall be deduced, the range shall be treated as one file, 
and the representation copy information on one file shall be generated similarly. The 
generated representation copy information arranges the copy information multiplexing 
machine 8 to the field which records the information about each file called the 
specific location on a record medium, for example, an AUX field. The record packet of 
the input data with which copy information was separated has the copy information 
multiplexing machine 8 opted for the arrangement on a truck, and is recorded by the 
record circuit 3 with the representation copy information in an AUX field. A controller 
9 manages actuation of a record circuit etc. 

[0033] Representation copy information is separated and recorded by the above 
actuation. Here, the capacity of record can be effectively used by once removing the 
copy information by which multiplex was carried out for every sector, generating 
central value, and reducing the number. Moreover, it is not necessary to judge the 
copy information on each sector at the time of playback, and can judge whether it can 
copy only by seeing representation copy information, and useless time amount is not 
produced in the decision at the time of playback. 

[0034] In addition, in each above example, although an IEEE1394 bus is used as a 



digital data bus, as long as this fulfills the timing accuracy required of digital image 
data transmission etc., other buses are sufficient as it. 

[0035] Moreover, the approach of data conversion shown by drawing 2 is an example, 
and, as for the structure of a sector structure, a record packet, and a transmission 
packet, in other cases, same processing can be performed. 

[0036] Moreover, although the example explained using circuitry as each operation 

means, software may constitute this part. 

[0037] 

[Effect of the Invention] According to this invention, the band of transmission and the 
capacity of record can be effectively used as mentioned above by once removing the 
copy information by which multiplex was carried out for every sector, generating 
central value, and reducing the number. Moreover, at the time of reception of 
transmission, it is not necessary to judge the copy information on each sector at the 
time of playback, and can judge whether it can copy only by seeing representation 
copy information, and useless time amount is not produced in the decision at the time 
of a reception output and playback. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] The block diagram showing the record regenerative apparatus of the 1st 
example of this invention 

[Drawing 2] The block diagram showing the conventional record regenerative 
apparatus 

[Drawing 3] Drawing showing the DS at the time of transmission of the 1st example of 
this invention 

[Drawing 4] Drawing showing the DS at the time of record of the 1 st example of this 
invention 

[Description of Notations] 

1 Record Regenerative Apparatus 

2 Digital Interface Section 

3 Record Circuit 

4 Copy Information-Separator Machine 

5 Data-Processing Machine for Record 

6 Representation Copy Management Information Generation Machine 

7 Packet-ized Machine 

8 Copy Information Multiplexing Machine 

9 Controller 



1 1 Transmitter-receiver 

12 Copy Information-Separator Machine 

13 Copy Management Information Restoration Machine 

14 Sector Restoration Treater 

15 Copy Information Multiplexing Machine 

28 Data-Processing Machine for Transmission 

29 Representation Copy Management Information Generation Machine 

30 Copy Information-Separator Machine 
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(54) DATA TRANSFER METHOD 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a data transfer method by which data 
protection information can be transferred without depending on a format of data itself 
and a receiver side can easily detect data protection information when digital data 
having data protection information other than data itself is transferred through a bus. 
SOLUTION: When data is transferred by an isochronous communication using a bus of 
an IEEE 1394 standard, an encoding means 1 encodes data protection information to 
encode-data of four bits. An isochronous packet transfer means 2 stores encode- 
data in a sy field of a packet header, stores transferred digital data in a payload 
section, generates an isochronous packet, and transfers it to a 1394 bus. 
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CLAIMS 



[Claim(s)] 

[Claim 1] Digital data is faced transmitting by isochronous communication link on a 
bus system. [ when said digital data has the data protection information expressed by 
digital value, and connecting said data protection information with said digital data and 
transmitting it ] An encoding means to change said data protection information into 
the encoding data expressed by the digital value of 4 bits, The isochronous packet 
according to said encoding data and said digital data is generated. It has an 
isochronous packet transfer means to transmit on said bus system. Said isochronous 
packet transfer means The data transfer approach characterized by storing said 
encoding data in the predetermined field in the packet header of said isochronous 
packet, storing said digital data in the pay-load section of 'said isochronous packet at 
least, and making it transmit. 

[Claim 2] It is the data transfer approach according to claim 1 characterized by the 
value itself assigning what means the same content substantially although it differs to 
the same encoding data among the digital value as which the number of bits 
expressing data protection information is at least 5 bits, and an encoding means 
expresses said data protection information. 

[Claim 3] An encoding means is the data transfer approach according to claim 1 or 2 
characterized by making encoding data into a specific value when data protection 
information means substantially "he has no information/' 

[Claim 4] the data transfer approach according to claim 1 to 3 which is the data 
transfer approach in the bus system of IEEE1394 specification, and is characterized 
by an isochronous packet transfer means storing encoding data in sy field in said 
packet header only when "01" is stored in the tag field in the packet header of an 
isochronous packet and the data header of a specific pattern is stored in the head of 
the pay-load section of said isochronous packet. 

[Claim 5] Digital data is the data transfer approach according to claim 1 to 4 
characterized by making into the data protection information on said digital data what 
has the severest copy prohibition conditions among each data protection information 
on said program when it consists of audio video datas which digitized two or more 



programs at least and each of said program has independent data protection 
information. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to the data transfer approach of digital 
data of having especially data protection information, about the data transfer 
approach between the devices which transmit and receive digital data. 
[0002] 

[Description of the Prior Art] In case digital data is transmitted between devices in 
recent years, development of the data transfer approach that the copy of digital data 
can be restricted in a certain form is performed from a viewpoint of protection of 
copyrights, the audio data which digitized the video data which digitized the image, 
and voice as digital data which needs the structure of a copy limit, for example — or 
there is digital data constituted by doubling both. 

[0003] Generally, the digital data transmittal mode which can restrict a copy in a 
certain form is realized as follows. That is, in case a transmitter transmits digital data, 
it also unites and transmits the data protection information which shows the 
conditions of whether to copy. A receiver side receives both digital data and data 
protection information, and changes actuation of the device when recording digital 
data based on the result of having. interpreted data protection information. If a 
receiver is VTR, when the received data protection information means "prohibition on 
a copy", record actuation is made not to be performed even if a record carbon button 
is pushed during reception. 

[0004] As a conventional example of the approach of transmitting the digital data 
which has such data protection information, there is a method which transmits the 
digital data of a noncommercial digital video tape recorder format (a DVC format is 
called hereafter) in the bus system of IEEE1394 specification. Hereafter, the data 
transfer approach in this conventional example is explained. 

[0005] The digital data of a DVC format consists of the header field where header 
data are arranged, the sub-code field where sub-code data are arranged, a VAUX 
field where VAUX data are arranged, a video field where a video data is arranged, and 
an audio range by which audio data are arranged, the data protection information on a 
video data is stored in VAUX data, and the data protection information on audio data 
is stored in audio data, respectively. 

[0006] The digital data (it is hereafter written as DVC data) of the DVC format which 



has the above-mentioned configuration is stored and transmitted to the pay-load 
section of an isochronous packet according to IEEE 1394 specification and IEC-1883 
specification. The receiver which received this isochronous packet decodes the DVC 
data stored in the pay-load section, and determines whether to be what a video data 
or audio data may record according to each data protection information out of VAUX 
data after extracting the data protection information on the audio data out of audio 
data for the data protection information on a video data, respectively. The above is 
the conventional data transfer approach of digital data of having data protection 
information. 
[0007] 

[Problem(s) to be Solved by the Invention] However, by the above-mentioned 
conventional approach, data protection information is included in DVC data, and since 
it is stored in the pay-load section of an isochronous packet and is transmitted to it, 
this does not understand data protection information for a receiver side, unless it 
decodes the data of the pay-load section. As a result, there was a problem that 
decision processing of the data protection information by the side of a receiver 
became complicated. 

[0008] Moreover, the bus system of IEEE 1394 specification is used, and although the 
method which transmits the digital data of the transport packet of MPEG 2 is also 
specified in IEC-1883 specification, in the data of a transport packet, clear data 
protection information like the DVC data explained in the above-mentioned 
conventional example is not defined. For this reason, since-clear data protection 
information was not able to be included in some digital data which constitute a 
transport packet even if transmitted with the same method as the above-mentioned 
conventional example, the object of "protecting data" was not fully able to be 
achieved. 

[0009] Furthermore, when it sees from a viewpoint of protection of copyrights, 
examination by just the information of data protection information defined by the DVC 
format of the above-mentioned conventional example being inadequate, and the data 
protection information which consists of at least 5 bits being required is made. The 
copy generation management system which consists of 2 bits these 5 bits here 
(hereafter referred to as CGMS), The analog protection system which similarly 
consists of 2 bits (hereafter referred to as APS), It consists of digital source bits 
(hereafter referred to as DSB) which consist of 1 bit. CGMS expresses copy 
authorization conditions, APS expresses the conditions at the time of carrying out 
analog output of the video signal acquired when it decoded in a receiver, and DSB 
expresses whether digital data is data of DVD-ROM. The method which transmits the 
digital data which has the data protection information which consists of such 5 bits 
had the problem that there is no former, data protection based on CGMS, and APS 
and DSB could not be guaranteed, and digital data could not be transmitted. 
[0010] Furthermore, if the transfer approach of digital data with data protection 



information is determined as every [ of digital data ] formats (DVC, MPEG, etc.), 
unless it will be after the device which is going to record the received digital data 
interprets a format of the received digital data first and the decoding circuit according 
to a format extracts data protection information further, it cannot judge whether it is 
actually recordable. Therefore, the circuit which decodes digital data is needed for a 
receiver, and it becomes difficult to only record digital data as a bit stream, without 
having a decoding circuit. This will cause the problem that the device which performs 
only record playback of a bit stream cannot be offered cheaply. 
[0011] The device which this invention can solve the above-mentioned conventional 
trouble, and could transmit the data protection information which accompanies this 
digital data in case digital data is transmitted by isochronous communication link in 
the bus system of IEEE 1394 specification by the same approach regardless of the 
format of digital data, and received this digital data aims at offering the data transfer 
approach which can acquire data protection information with an easy configuration. 
[0012] 

[Means for Solving the Problem] In order to solve this technical problem, this 
invention faces digital data transmitting by isochronous communication link on the bus 
system of IEEE 1394 specification. An encoding means to change the data protection 
information which accompanies digital data into the encoding data expressed by the 
digital value of 4 bits, An isochronous packet transfer means to generate the 
isochronous packet according to encoding data and digital data, and to transmit on a 
bus system is provided. An isochronous packet transfer means stores encoding data 
in sy field in the packet header of an isochronous packet, stores digital data in the 
pay-load section of an isochronous packet at least, and transmits it to it. 
[0013] 

[Embodiment of the Invention] This invention faces digital data transmitting by 
isochronous communication link on a bus system. [ when said digital data has the data 
protection information expressed by digital value, and connecting said data protection 
information with said digital data and transmitting it ] An encoding means to change 
said data protection information into the encoding data expressed by the digital value 
of 4 bits, The isochronous packet according to said encoding data and said digital data 
is generated. It has an isochronous packet transfer means to transmit on said bus 
system. Said isochronous packet transfer means Said encoding data are stored in the 
predetermined field in the packet header of said isochronous packet, and said digital 
data is stored in the pay-load section of said isochronous packet at least, and it is 
made to transmit to it. Data protection information can be extracted only from the 
content of the isochronous packet header, without being able to transmit data 
protection information, without this being dependent on a format of the digital data 
stored in the pay-load section, and encoding the digital data of the pay-load section 
in a receiver side. 
[0014] 



[Example] Drawing 1 is a block diagram explaining the data transfer approach in the 
example of this invention. Hereafter, the example of this invention is explained, 
referring to a drawing. 

[0015] In drawing 1 , 1 is an encoding means and 2 is an isochronous packet transfer 
means. The encoding means 1 encodes data protection information to 4-bit encoding 
data, and the isochronous packet transfer means 2 generates an isochronous packet 
from the encoding data obtained by the encoding means 1 , and the digital data to 
transmit, and it transmits it on the bus (it is only hereafter called 1394 buses) of 
IEEE1394 specification. Data protection information is information which shows 
whether it is what the digital data to transmit may copy here. It is a total of the 6-bit 
digital data which consists of 1 bit NOI, 2 bits CGMS, a 2 bits APS, and 1-bit DSB 
(NOI expresses the existence of data protection information). CGMS expresses, copy 
authorization conditions, APS expresses the conditions at the time of carrying out 
analog output of the video signal acquired when it decoded in a receiver, and DSB 
expresses whether digital data is data of DVD-ROM. 

[0016] These are the same as that of that by which examination is made as 
information required for data protection, and have the following two descriptions. 
When, as for the 1 st description, data protection information does not accompany 
digital data, I hear that the value of CGMS, and APS and DSB does not make 
semantics, and there is. The 2nd description is that the value of APS and DSB 
becomes effective, only when the copy is forbidden by CGMS. Moreover, the digital 
data to transmit presupposes that they are the data of a DVC format, or data of the 
transport packet specified by MPEG 2. Although this digital data consists of a video 
data which digitized the video signal, and audio data which digitized the sound signal, a 
video data and audio data shall have data protection information independently, 
respectively. When a video data and audio data have the data protection information 
on the same content at this time, this data protection information is used as an input 
of the encoding means 1 , and when it has the data protection information on the 
content that a video data differs from audio data, copy prohibition conditions use the 
data protection information on the severer one as an input of the encoding means 1 . 
[0017] Next, the procedure of the data transfer approach by this example is explained. 
By the data transfer approach by this example, data protection information is first 
encoded to 4-bit encoding data in the encoding means 1. (A table 1) shows the 
example which encodes data protection information to encoding data. In (a table 1 X all 
the figures in a table are binary numbers, NOI=1 means "with no data protection 
information", and CGMS=1 1 mean "prohibition on a copy", respectively. 
[0018] 
[A table 1] 



[0019] With the encoding means 1 in the example of this invention, 4-bit encoding 
data are generated by removing the redundancy which data protection information has 
so that clearly from (a table 1). In the case of NOI=1, it does not depend on the value 
of CGMS, and APS and DSB, but encoding data are set to 0000. Namely, in the case 
of NOI=0 and CGMS=00 It does not depend on the value of APS and DSB, but 
encoding data are set to 0100. In the case of NOI=0 and CGMS=01 It does not 
depend on the value of APS and DSB, but encoding data are set to 0101, and, in the 



case of NOI=0 and CGMS=10, it does not depend on the value of APS and DSB, but 
encoding data are set to 01 10. In addition, encoding data = since 0001, 0010, 001 1, 
and 0111 are not using it, they are taken as a reservation value. 
[0020] The encoding data obtained as mentioned above are inputted into the 
isochronous packet transfer means 2. Hereafter, actuation of the isochronous packet 
transfer means 2 is explained to a detail. 

[0021] Drawing 2 is drawing showing the configuration of the isochronous packet 
header defined by IEEE1394 specification. The isochronous packet header 10 consists 
of the data length field 1 1, the channel field 12, the tag field 13, the tcode field 14, 
and the sy field 15. The size of the isochronous packet header 10 is 4 bytes, and, as 
for 2 bits and the tcode field 14, 4 bits is assigned [ the data length field 11/16 bits 
and the channel field 12 ] for 6 bits and the tag field 13, respectively, as for 4 bits and 
the sy field 1 5. 

[0022] In the isochronous packet transfer means 2, the encoding data encoded with 
the encoding means 1 are first stored in the sy field 15 as it is, and the isochronous 
packet header 10 is generated. Under the present circumstances, the value used in 
the conventional example is stored in the fields other than sy field 15 in the 
isochronous packet header 10 as it is, namely, 01 is stored in the tag field 13 and 
1010 is stored in the tcode field 14 for the channel number which transmits an 
isochronous packet for the size of the data stored in the pay-load section in the data 
length field 1 1 to the channel field 12, respectively. 

[0023] Next, this isochronous packet header 10 and the digital data to transmit are 
arranged in the predetermined location based on the format defined by IEEE 1394 
specification, an isochronous packet is generated, and it transmits on 1394 buses. 
Under the present circumstances, after the digital data to transmit adds 8 bytes of 
data header to that head, it is stored in the pay-load section of an isochronous 
packet. The above is actuation of the isochronous packet transfer means 2, and is the 
same actuation as the conventional isochronous packet transfer means except for the 
point of storing encoding data in the sy field 15 of the isochronous packet header 10. 
[0024] The equipment which received the isochronous packet transmitted on 1 394 
buses according to the data transfer approach by this example explained above looks 
at the value of the sy field 15 in the isochronous packet header 10 of an isochronous 
packet. (A table 2) is a table showing the response relation between the value of sy 
field, and the data protection information which decoded this. 
[0025] 
[A table 2] 




[0026] the received equipment — this (table 2) — data protection information 
incidental to the digital data stored in the pay-load section of an isochronous packet 
can be easily known by following and changing the value of sy field into data 
protection information. 

[0027] Next, in the example of this invention, the reason for storing the encoding data 
which encoded data protection information in the sy field 15 of the isochronous 



packet header 10 is explained. 

[0028] The transport packet compressed by digital data and the MPEG method of a 
DVC format constitutes an isochronous packet according to IEEE1394 specification 
and IEC-1883 specification as mentioned above, and transmission and reception by 
isochronous communication link are performed on the bus system of IEEE1394 
specification. In this case, as a value of the tag field 13 in the isochronous packet 
header 10 shown in drawing 2 , 01 is used as mentioned above. It means that this has 
a data header in the head of the pay-load section, and the digital data which added 8 
bytes of data header as mentioned above is stored in the pay-load section. Here, the 
format of a data header is defined by IEC-1883 specification, 2 bits of the first 4 
bytes of a data header of most significants are set to 00, and 2 bits of the remaining 4 
bytes of most significants are set to 10. Remaining 28 bits in a data header are 
defined by IEC-1883 specification according to formats (DVC, MPEG, etc.) of the 
digital data itself. 

[0029] The sy field 15 in the isochronous packet header 10 shown in drawing 2 is 
prescribed to store the information for taking a synchronization between the devices 
which transmit and receive a series of isochronous packets, or the information 
according to application by IEEE1394 specification. However, when transmitting digital 
data using the isochronous packet of a configuration of having added 8 bytes of data 
header which has said format at least to the head of the payHoad section, the 
information for taking a synchronization between devices is transmitted using said 
data header. Therefore, it is not necessary to store synchronization information in the 
sy field 15, and, in such a case, moreover, the clear convention over the value stored 
in the sy field 15 is not made. 

[0030] Paying attention to this sy field 1 5 that is not used effectively, paying 
attention to data protection information having redundancy, the encoding data which 
encoded data protection information to 4 bits are stored in the sy field 1 5, and are 
transmitted in this example. 

[0031] As mentioned above, without changing the data storage approach of the pay- 
load section of an isochronous packet from the existing specification, according to 
this example, digital data can be transmitted and data protection information can be 
transmitted by the same easy approach regardless of formats (DVC, MPEG, etc.) of 
digital data. And the device to receive can know data protection information easily 
only by seeing the content of sy field in the isochronous packet header arranged at 
the head of [ 4 bytes of ] the isochronous packet, without decoding the pay-load 
section of an isochronous packet. 

[0032] Furthermore, he is trying for sy=0000 to mean NOI=1, i.e., "for him to have no 
data protection information", in the data transfer approach by this example, as shown 
in (a table 1). The device transmit and receive digital data by isochronous 
communication link at present using the bus system of IEEE1394 specification has 
only DVC, and is set to sy=0000 in the present DVC. Therefore, according to this 



example, it is clear that data transfer can be performed, without a problem occurring 
about consistency with the present device. 

[0033] Furthermore, when it has the data protection information from which the video 
data which constitutes digital data, and audio data differ, he is trying to store in the 
sy field 15 of the isochronous packet header 10 the encoding data which encoded 
data protection information with severer copy prohibition conditions in this example. 
That is, when transmitting the digital data with which only either copy of a video data 
and audio data was forbidden, the value meaning "prohibition on a copy" is stored and 
transmitted to the sy field 1 5 of the isochronous packet header 1 0. If data transfer is 
carried out, thus, a receiver Even if it does not have the function which decodes the 
data of the pay-load section of an isochronous packet, and takes out the data 
protection information on image data and each voice data Simple copy control 
processing can be performed only using the value of the sy field 15 of the 
isochronous packet header 10, and the outstanding effectiveness that the data of the 
direction where the copy is forbidden among a video data and audio data moreover 
are not recorded accidentally is acquired. 

[0034] In addition, in the example of this invention, although 8 bytes of data header 
was stored in the head of the pay-load section of an isochronous packet, and the 
data header was explained that 2 bits of most significants 2 bits of 4 bytes of first 
most significants are 00, and they are [ most significants ] the remaining 4 bytes had 
the format which is 10, it cannot be overemphasized that a format of a data header 
may be except this. ^ 

[0035] Moreover, although it was explained in the example of this invention that the 
isochronous packet transfer means 2 always stored in the sy field 15 the encoding 
data generated with the encoding means 1 The tag field 13 of an isochronous packet 
header is 012. And 8 bytes of data header is stored in the head of the pay-load 
section of an isochronous packet. And only when 2 bits of 4 bytes of most significants 
of the beginning of a data header and 2 bits of 4 bytes of remaining most significants 
have the specific pattern, you may change so that the encoding data generated with 
the encoding means 1 may be stored in the sy field 1 5. thus, the effectiveness to 
change and which was explained in the example of this invention when becoming — in 
addition, the still more nearly following effectiveness is acquired. For example, when 
the application which performs data transfer by isochronous communication link on 
1394 buses based on different specification from IEC-1883 specification is assumed, 
new application becomes possible [ storing in the sy field 15 in the isochronous 
packet header 10 values other than the encoding data which encoded data protection 
information ] by changing the example of this invention as mentioned above. 
Consequently, the new application which transmits and receives an isochronous 
packet on 1394 buses becomes possible [ using the sy field 15 in the isochronous 
packet header 10 for a wide range application ], and the outstanding effectiveness 
that 1394 bus systems are effectively utilizable in broader application is acquired. 



[0036] Moreover, in this example, although the digital data was a format of DVC or 
MPEG, and explained having consisted of a video data which has data protection 
information independently, and audio data, to say nothing of being neither DVC nor 
MPEG, a format of digital data is applicable to a format of arbitration. Moreover, a 
video data and audio data may have common data protection information, and do so 
the same effectiveness as the example of this invention in this case by using this 
common data protection information as an input of the encoding means 1 . Moreover, 
the digital data may consist of audio video datas of two or more programs which have 
independent data protection information, and does so the same effectiveness as the 
example of this invention in this case by using what has the severest copy prohibition 
conditions as an input of the encoding means 1 among the data protection information 
on each program. 

[0037] Moreover, although explained that data protection information was digital value 
which consists of 6 bits in this example, if the number of the contents substantially 
expressed as data protection information is at most 16, the number of bits which 
constitutes data protection information is arbitrary. 

[0038] Moreover, what is necessary is not to be limited, to be the relation of the 4-bit 
pattern and the content of an expression of encoding data, or (table 1 ) (table 2) 
removing redundancy from data protection information in short, and just to make it 4 
bits. 
[0039] 

[Effect of the Invention] The data transfer approach of this invention is faced 
transmitting digital data by isochronous communication link on the bus system of 
IEEE1394 specification as mentioned above. By storing in sy field in an isochronous 
packet header the encoding data which encoded the data protection information 
which accompanies digital data to the digital value of 4 bits, and having transmitted 
them The data protection information which accompanies without changing the 
transfer approach of the digital data itself in a transmitter side can be transmitted 
with an easy configuration. In a receiver side, even if it does not have the circuit 
which decodes digital data, since data protection information can be known to 
accuracy, they are easy and the thing which can realize cheaply the data transceiver 
system which can perform data protection certainly. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] The block diagram explaining the procedure of the data transfer approach 
by the example of this invention 



[Drawing 2] Detail drawing of the isochronous packet header in the example of this 
invention 

[Description of Notations] 

1 Encoding Means 

2 Isochronous Packet Transfer Means 

10 Isochronous Packet Header 

1 1 Data Length Field 

12 Channel Field 

13 Tag Field 

14 Tcode Field 

15 Sy Field 
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